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Management of Sensitive 
Personal Data Policy 
 
 

Our commitment 
Wokingham Borough Council is committed to being transparent about how it manages the sensitive 
personal data of its workforce, and ensuring its data protection obligations are met.   
 
The purpose of this policy is to document the use, retention and erasure of special categories of staff 
data and criminal records data, and psychometric data.  
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The law 

Changes to Data Protection legislation require organisations that process ‘special categories of personal 
data’ or ‘criminal records data’ to have a policy that describes the use, retention and erasure of such 
data.  As the Council processes such data for employment purposes, this policy is required. 

The data classifications have been specifically defined in law: 

 ‘Special categories of personal data’ - information about an individual's racial or ethnic origin, 
political opinions, religious or philosophical beliefs, trade union membership, health, sex life or 
sexual orientation, genetic and biometric data. 
 

 ‘Criminal records data’ - information about an individual's criminal convictions and offences, 
and relating to criminal allegations and proceedings. 

As with all personal data, sensitive personal data is processed in accordance with the Council’s data 
protection obligations, as per the Information Security and Acceptable Use of ICT Policy, and the Privacy 
Notices and corporate retention schedule available on the Council’s web site. 

The Council undertakes psychometric testing which is regarded as sensitive personal data and so is 
encompassed within this policy. 

Criminal Records Data  

Information on unspent criminal convictions is sought from candidates at the application stage, with 
the Council’s Recruitment Policy stipulating that it is unlawful to take into account spent convictions 
during the recruitment process.   

However, for some roles, typically those working with children or vulnerable adults, applicants are 
required to disclose details of convictions and cautions, including those that are spent apart from where 
they fall within the Disclosure and Barring Service (DBS) filtering rules.  For roles that require a DBS 
check, this information should be considered when making the appointment. 

DBS certificate information received through the check process is only used for the specific purpose for 
which it is requested and for which the applicant’s full consent has been given.  In line with the DBS’s 
Code of Practice, conviction information is not disclosed to any person not legitimately involved in the 
recruitment decision for which the information was obtained. Disclosure of conviction information to 
a person who is not entitled to view it is a criminal offence.   

Where the employee’s role requiring the DBS check is at a registered care home which is inspected by 
the Care Quality Commission (CQC), or in a service which is inspected by Ofsted, certificate information, 
may be retained until the next inspection.  Once that inspection has taken place the certificate 
information should be destroyed. 

Retention:  Once a recruitment (or other relevant) decision has been made, we do not keep certificate 
information for any longer than is necessary.  This is generally for a period of up to six months, to allow 
for the consideration and resolution of any disputes or complaints.  

If, in very exceptional circumstances, it is considered necessary to keep certificate information for 
longer than six months, we (HR) will consult the DBS about this and will give full consideration to the 
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Data Protection and Human Rights of the individual before doing so.  Throughout this time, the usual 
conditions regarding the safe storage and strictly controlled access will prevail. 

Erasure:  Once the retention period has elapsed, we will ensure that any DBS certificate information is 
immediately destroyed by secure means.  However, notwithstanding the above, we will keep a record 
of the date of issue of a certificate, the name of the subject, the type of certificate requested, the 
position for which the certificate was requested, the unique reference number of the certificate, the 
certificate result and recruitment decision taken.  The record is destroyed 6 years after the employee 
leaves the Council. 

 

Equal Opportunities Data 

The Council requests equal opportunities information from applicants at the recruitment stage, 
specifically regarding gender, ethnicity, religion and sexual orientation, which is only viewed by HR staff.   

Employees of the Council can also review and update their ethnicity, marital status, religion and sexual 
orientation data on the Business World On (BWO) system through self-service.   The data on BWO is 
only available to HR for reporting and workforce analysis purposes. 

The supply of such data is not mandatory and the employee can choose not to declare any aspect. 

The data is used for equal opportunities monitoring and trend analysis, and to enable the anonymised 
completion of statutory workforce returns, Freedom of Information requests (FOIs) and surveys.  

Retention:  Equal Opportunities data from unsuccessful applicants is held electronically and destroyed 
6 months after the recruitment is finalised.   

Employee equal opportunities data is retained for 6 years after the end of their employment,  

Erasure:  The electronic records are destroyed. 

 

Health Data 

Staff health data is typically related to sickness absence and/or occupational health assessments.  

Where such data is pertinent, health information about an employee may be referenced within a Health 
and Safety incident report. 

Occupational Health   

As part of the recruitment process, successful applicants are required to complete a pre-placement 
questionnaire.  This is reviewed by the Council’s Occupational Health provider to assess whether the 
new employee is medically fit to fulfil the duties and responsibilities of the post, and to make 
recommendations on any adjustments that may be appropriate.  This process also assesses whether 
the proposed post has the potential to adversely affect the potential employee’s health.  The contents 
of the employee’s completed questionnaire remains confidential to the Occupational Health provider, 
in accordance with Data Protection legislation. 
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The Council is provided with a medical certificate from the Occupational Health provider.  This is stored 
on the employee’s personnel file and the hiring manager advised of any adjustments or implications of 
the role on the employee’s health. 

An employee’s line manager may decide that an assessment by Occupational Health is required to 
address a concern within the workplace, by completing a referral through the Occupational Health 
provider’s portal.  Employee consent for the assessment is required, and should be discussed with them 
prior to the referral being made. 

The Occupational Health provider will provide a management report and, in keeping with the  
requirements  of  Data  Protection legislation and  guidance  published  by  the  health  professional  
bodies,  a  copy  of  the report will always be provided to the employee.  Details are available in the 
Employee’s and Manager’s Guides to Occupational health on the Intranet. 

Retention:  Occupational health assessments and reports are held electronically and stored on the 
employee’s secure personnel file.  The data and reports are destroyed 6 years after the employee leaves 
the Council.   

Erasure:  The electronic records are destroyed by the document management system process. 

 

Sickness Absence 

Employees are required to notify their line manager of any sickness related absence.  This is recorded 
by the line manager on the BWO system, together with the reason for absence (from a list of options).  
The record can be reviewed and corrected by the employee on their return to work.   

Sickness absence data is used to ensure compliance with statutory and occupational sick pay 
regulations, manage workforce availability, for sickness absence monitoring and trend analysis, and to 
enable the anonymised completion of statutory workforce returns, FOIs and surveys.  HR and payroll 
have access to the data as well as the line manager and, if relevant, senior managers within the 
employee’s service. 

Retention:  Employee sickness absence data and any associated fit notes are retained for 6 years after 
the end of their employment.   

Erasure:  The occupational health records are destroyed by the document management system 
process.  Sickness absence electronic records are destroyed. 

 

Disability Data 

The Council requests disability information from applicants at the recruitment stage.  This is shared 
with the recruiting manager to enable the candidate to be short-listed for formal assessment where 
they meet the essential criteria for the role, and so any reasonable adjustments may be catered for, as 
per the Recruitment Policy. 

During their employment with the Council an employee may become disabled or the nature of their 
disability and reasonable adjustments may change.  Employees can review and update their disability 
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data on the BWO system through self-service.   This information can also be reviewed and amended by 
HR so that the reasonable adjustments are taken into account in any subsequent change in role or 
organisational change process.  The data on BWO is also used by HR for reporting and workforce 
analysis purposes. 

Retention:  Disability data from unsuccessful applicants is held electronically and destroyed 6 months 
after the recruitment is finalised.   

Employee disability data is retained for 6 years after the end of their employment.  

Erasure:  The electronic records are destroyed. 

 

Psychometric Assessment Data 

Psychometric tests may be used to enhance the quality and quantity of information available for 
selection, development and training decisions and as an aid to organisational change.  It is the 
responsibility of all staff in HR and any other qualified Test Users to comply with the HR Guide to Using 
Psychometrics. 

Psychometric tests are only used where they are clearly relevant to the given process and administered 
by qualified, accredited test users.  Computer-generated reports are used to standardise and support 
interpretations, but only trained users can interpret and feedback computer-generated reports in a 
testing process.  Appropriate reports are passed to candidates or line managers. 

Retention:  Psychometric test data and associated reports are held electronically and stored on the 
secure employee’s personnel file.  The data and reports are destroyed 6 years after the employee leaves 
the Council.  However, results over 12 months old are considered invalid for selection or promotion.    

Erasure:  The electronic records are destroyed by the document management system process. 

 

Trade Union Membership Data 

The Council does not record whether or not employees are members of a trade union.  

Where an employee authorises their union to deduct their subscriptions form their salary, through 
check-off provisions, this is passed to the Council for payroll processing purposes only.  

Retention:  The record indicating trade union membership is held electronically on the secure 
employee’s personnel file.  As a deduction through payroll, the record of the employee’s authorisation 
of their union subscription is retained for 7 years after the last transaction. 

Erasure:  The electronic records indicating trade union membership are destroyed by the document 
management system process. 
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Disclosure and confidentiality 

The Council will ensure that individuals’ personal data is handled in accordance with this policy on 
processing special categories of personal data.  Any breach of confidentiality will be treated very 
seriously and dealt with under the Council's disciplinary procedure. 

Retention Periods Summary 

The following table summarises the retention periods for sensitive personal data: 

Type of Sensitive Data Retention period 

Criminal Records data Generally six months after the decision to 
recruit although can be longer in exceptional 
circumstances (see section on Criminal records 
data) 

Equal Opportunities data from unsuccessful 
applicants 

Six months after the recruitment is finalised 

Employee Equal Opportunities and disability 
data 

Six years after the end of employment 

Sickness absence and health records Six years after the end of employment 

Psychometric Assessment Data Six years after the end of employment 

Trade Union check-off data Seven years after the last payroll deduction 

 

Monitoring and review 

This policy will be reviewed periodically by the Council to judge its effectiveness, and will be updated 
in accordance with changes in the law.   

 

Further information 
 
Information on the Council’s use of data is available at http://www.wokingham.gov.uk/privacy/. 
 

http://www.wokingham.gov.uk/privacy/

